GRAIG

SREAT NORTHEST

To: Craig City Council and Administration

From: John Meinhart, System Administrator

Date: February 5, 2025

Subject: Hybrid Cloud Security System Upgrade Bid Recommendation

Dear Members of the City Council,

On January 8th, 2025, we opened bids for the Hybrid Cloud Security System Upgrade project.
Unfortunately, we only received one bid, submitted by Colorado Doorways, in the amount of
$58,142. This bid exceeds our original budget allocation for the project, which was set at $55,000.

Despite the bid exceeding the budget by $3,142, Colorado Doorways is a reputable vendor and their
bid may reflect the necessary cost to meet our project requirements.

The system quoted in this bid is the same system that is installed at Water and Wastewater plants.
There is potential for integration. The security camera portion has features that would benefit the
city such as cloud access and Al smart search.
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Notice of Request for Proposal
Hybrid Cloud System Upgrade

Release Date — January 8", 2025

Deadline for Proposals: February 4", 2025: at 3:00 PM (MST)

.  GENERAL INFORMATION

City of Craig will consider all qualified responses to this RFP and score each
response based on the evaluation criteria established in this RFP document.

Sealed proposals are being solicited to replace City of Craig’s Video Surveillance
and Access Control System Upgrade. In order to be considered, proposals must be
received in the Clerk’s Office by 3:00 PM on February 4™, 2025. See below for the
full RFP timeline.

Phase I:  Attachment A Included YeS

Phase Il: Cost :Bi 28 |42 QQ
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Cover Letter:

Doorways Security Integration (a division of Colorado Doorways, Inc.) is pleased to present the

City of Craig with a response to the Hybrid Cloud System Upgrade RFP.

Whether new construction projects, retrofit opportunities, or service work, Doorways Security
Integration has over 25 years of experience in the security integration industry working with both software
and hardware. This, coupled with our experience with electrified door hardware from a wide range of
manufacturers, makes Doorways Security Integration a premier integrator for the Colorado/Wyoming

marketplace.

Our technical expertise on both system design and field installation has culminated in decades-

long relationships with customers across all vertical markets.

Throughout our 25-year history of Security Integration, Doorways Security Integration has
continued to grow and improve our expertise. With ten access control and electronic security focused
technicians Doorways Security Integration has never been better equipped to oversee your Access

Control and Video Surveillance needs.

Thank you,

Kevin McAnulla

Director

Doorways Security Integration

0: 303-312-0303 | M: 720-297-2391 | E: kevin@doorwaysinc.com
5151 Bannock St #17 Denver, CO 80216 | www.doorwaysinc.com
Note that Doorways closes at noon on Fridays
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Project Scope:

Furnish and install new unified Verkada Access Control and Video Surveillance System. System to

include:

Access Control: 9 Door Verkada Access Control System.

1 Each
1 Each
3 Each
6 Each
2 Each
3 Each
3 Each
1 Lot

1 Lot

1 Lot

18t Year

Verkada 1 Door Controller

Verkada 4 Door Controller

Verkada Card Readers

Assa Abloy Aperio IN100 Wireless Cylindrical Locks
Assa Abloy Aperio Hubs with Antennas
Adams Rite Exit Devices

HES Electric Strikes

Plenum Cable

Power supplies

Installation

Software License/Hosting

Access Control Total: $36,882.00 (Excludes Sales Tax)

Video Surveillance: Furnish and Install 13 Verkada Cameras (re-use existing cabling).

1 Each
4 Each
9 Each
1 Lot
1 Lot
15t Year

16 Port PoE Switch

Verkada Outdoor Bullet Cameras
Verkada Indoor Dome Cameras
Mounting Hardware

Installation

Software License/Hosting

Video Surveillance Total: $21,260.00 (Excludes Sales Tax)

Bid Total: $58,142.00 (Excludes Sales Tax)

Software Licensing/Hosting Fees: (9 Access Control Doors/13 Cameras)

1 Year — $4,828.00 (15t year included)

3 Year — $10,978.00 ($3,659.33 Annualized)
5 Year - $17,318.00 (3,463.60 Annualized)
10 Year - $33,428.00 ($3,342.80 Annualized)
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Project Timeline:

Detailed site survey within 2 weeks of executed contract.

Full submittal package for owner approval 3-4 weeks after site survey.

Material ordered withing 1 week of approved submittals.

4-6 Lead time from date of material.

Scheduled installation within 1 week of delivery of all materials to Doorways Security Integration.
Installation completed with 2-3 of start date.

Final programing, training and system turnover within 12-18 weeks after fully executed contract.

Clarifications/Exclusions:

1. This quotation has been based on all work being performed during Doorways Security Integration normal working
hours of 8:00 AM to 4:00 PM, Monday through Friday. Should overtime be necessary to accommodate the
customer’s needs, a change order to cover overtime hours shall be required.

. Additional trips due to lack of coordination of other trades may require a change order.

3. Excludes network connection and any required network infrastructure.

4. Excludes patch panels and any required punch downs.
5
6

N

. Excludes Fire alarm hook up.

. Excludes 120VAC hook up.

. Includes up to a two-hour training of personnel for software/programming/operation of this system upon completion
of job.

8. Includes basic programming of up to (50) users, creation of user/access groups, bulk enroliment of credentials,
auto unlock/lock schedules, and event notifications. Any programming above and beyond will require a change order
and/or factory services.

9. Excludes through-structure wire pathways (pre-cast, drywall, concrete, brick, floors/subfloors, and underground).
10. Excludes scissor lifts and boom lifts. Should a lift be required, a change order shall be submitted.

11. Re-use existing cores/cylinder(s).

12. Any material required but not listed in this bid will require a change order.

13. Liability Cap - Without limiting the foregoing sections, in no event shall Colorado Doorways Inc. / Doorway
Solutions, hereinafter referred to as Doorways, be liability or the damages recoverable by customer from Doorways
and/or Doorways’ employees, agents, or affiliates, exceed the total amount paid by customer for products and
services at the premises where the event for which Doorways liable occurred, over the twelve (12) months preceding
the event for which Doorways is liable.

14. Indemnification by Doorways - Doorways shall indemnify and hold customer and its owners, employees, and
officers harmless from any and all third-party claims, demands, liabilities, losses, causes of action, fines, penalties,
costs, and expenses, including reasonable attorneys’ fees (collectively, “losses) arising from or related to; (i) the
negligence or intentional misconduct of CDI, its agents, or employee, (ii) any allegation that a product infringes any
third party intellectual property right, to the same extent that CDI is indemnified by the manufacturer or distributor of
the applicable product for the losses.

15. Indemnification by customer - Customer shall indemnify and hold CDI and its affiliates, parents, directors,
employees, agents, and officers harmless from any and all losses arising from or related to (i) negligence or
intentional misconduct by customer, its agents, employees, contractors, and subcontracts; (ii) any breach of any
representation or warranty made by customer in the agreement; and (iii) any defect, hazardous condition, or
hazardous materials present at the premises.

16. This proposal excludes all BABAA requirements.

17. Excludes bid and/or performance bond

~
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Company Profile:

In 2023, Colorado Doorways rebranded our Security Integration division as Doorways Security
Integration to focus and grow a 25-year-old division of the company. Doorways Security Integration
provides a comprehensive array of access control and video surveillance services including system design
and engineering, installation, service, and support. Our complete access control solution provides you with
a sole source of responsibility for all controlled openings. In essence, your access control system

becomes an integral part of the entire door opening solution.

Doorway Security Integration approaches all access control projects with a consultative
approach. Whether new construction or retrofit, meeting with the end user to understand the
customer’s wants, needs, budgetary constraints, and overall project goals. This often consists of
site visits/surveys to confirm existing conditions as well as to identify potential

installation/compatibility issues.

Naturally, Doorway Security Integration is also affiliated with many of the nation’s top access
control and video surveillance hardware providers to provide you with a wide range of hardware suitable

for securing any type of facility.

Access Control: Video Surveillance:
Verkada Access Control Verkada Video Solutions
ACRE Security (Vanderbilt SMS and RS2) Milestone

Genetec Synergis Genetec Omnicast

Brivo Eagle Eye

Salto Hanwha Techwin

Our experienced field techs have completed the successful installation of hundreds of access
control projects ranging from single-door systems to massive multiple-location facilities integrating access

control, video surveillance, intrusion detection, and video intercoms.
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Key Personnel:

Kevin McAnulla

Director

Doorways Security Integration

Manager

Managing Director over this account and all account projects.

Josh Blacker

Account Management
Doorways Security Integration
End User Sales

Danny Dupuis

Account Management
Doorways Security Integration
New Construction Sales

Darrell Heiser

Project Management

Doorways Security Integration

Project Manager

Contact for ongoing projects both new construction, retrofit, and service

Amanda Prakhine

Field Operations Supervisor

Doorways Security Integration

Scheduling

Coordination for scheduling of onsite installation services and service work.

Steve Heylmann

Access Control Manager

Doorways Security Integration

Field Installation/System Programmer
Installation, system programming and training

John Apjoke

Systems Integration Technician
Doorways Security Integration

Field Installation/System Programmer
Installation, system programming and training
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Project Refences:

1. City and County of Broomfield
Jill Johnson Amalfitano
Facility Services Superintendent
3001 W. 124th Avenue
Broomfield CO 80020
Office: 303-464-5805
www.broomfield.org

2. Moffat County School District RE-1
Elena Curtis
Facilities Department
998 Rose St.
Craig, CO 81625
Office: 970-826-6647
https://www.moffatsd.org/

3. City of Dacono — Police Department
Brent Finch
Commander
512 Cherry Avenue Building B
Dacono, CO 80514
Office: 303-833-3095 X401
www.cityofdacono.com
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Attachment A:

| Requirament

| Yos ! No | Commenta

catagory
cloud Cloud: Preference will be given lo a hybeid cloud sscurily platiorm, where praducts are managed thraugh a single pane of gless Yes
Cloud Cloud: Preference will be given to a solution that does not necessitaie the use of NVRs / DVRs Yes
Platiorm - Intarface is easy to navigale and can be 1 Hoem through  single pane of glass Yes
Suppart Support: 2477 techni part included {call, emai, ch - tional cost. induding weeken; d holidays e
Updates Updates: Automatic firmwa g : L aln itiunal cos| e
Updates dilional cost e
Hative integration with vendor's own produ x canired, alarms, et b allow for @ comprehensive response (o sacurity Bireats, at no addilional cost e
scalapility Scalabliity: System shoul y b scale across sites e
Costs i with solution angaing maintenance costs, sarver 1 costs Yes
security security: Dala is fully encrypled e
security Secunty: i transmitted aver the network wsing TLS v1.2 and encrypted with AES e
Security Securlty: Ability lo integrate with Single-Sign-On (S50} providers, offer Multi Factor Authentication cpans Yes
. System is S0C 2 Type 2 and NDAA compliant Yes
‘Warranty ‘Warranty: All cameras jexcept PTZs, minis and older dome models) must come with a 10-year w t Yes
Platform ‘Camera Porifollo: Full range of camera types affered: domes, mini-domes, bulels. fisheyes, mulisensars and PTZs Yes
Faature Resolution: Minimum of 2 d up to AMP (3840 x 2160) resoluion; up to 12MP (4056 x 3040) for fisheys Yes
Faature Physical Impact: 1KOE int rating or above. o pratect inst exiemal mechanical impact Yes
Faature Environmental Impact: At lkeast IPE rating to profect against dust and environmental elements for auldoar cameras Yes
Faature ‘Onboard Storage: Minimum of 124GE and up o 2TB for mini mes, up to 8TB for mulisensor, and up to 3TB for PTZ Yes
Faature aranteed), and up to 365 days of retention Yes
Faature Yes
Faaturs Archiving: True unlimited archiving - any footage archived goes to the clowd and is kept indefinitely across all cameras Yes
Faature Yes
Faature Yes
Faature Yes
Faature Infrared [IR} IR illumination for night vl'.ll.‘lll, minimum of 10m (33f1.} and up to 30m (S8f.) range: up to 100m (3261} for PTZ Yes
Faature Frame Rate: 24 FPS by defaull (LS. Yes
Faature Salution shauld int (20-50 kbps). No extra serverbandwidihinetwork upgrades reguired Yes
Faature System needs bility to mulliphex one stream from the cloud 1o 100+ remate users b conserve bandwidth when streaming live evenls Yes
Faature Ability to monitor, view ns (o optimize bandwidth ind enforce b dth caps using TCP cangestian contral Yes
Faature Recording Quality: n malion-rich scenes, Yes
Camera Audio API: Akility Lo integrat = wiih exlemal sudic systems e
Video Video 24/7 video monitaring and verification by o moniloing sgent whe i five dismand cerified by TMA inchided at no extma cost e
Analytics Analytics: Capabil eige - praple a cehi lics. license pla ilicn, lamper alerts, inchided wi e
Analytics People Analytics: Ability io filter videa based on date and time Yes
Analytics People Analytics: Yes
Analytics ‘iahicle Analyflca: Abiity ta fiter video based Ves
Analytics Licsnse Plate Ability Io recagnize an Yes
Analytics Licsnse Plate Ability Io create “License P te a hatlist of license plates Yes
Footage Al 3earch: Ability to search for people and vehicles using freeform text directly into the search ba i Yes
Footage il upload a phalo of a persan, vehi d 1o abtain relevant Yes
Footage Mation Saarch: Abilit ject region in feed an t motian e
Footage : Ability 1o trace b = for people and vehic Yes
Footags Lottering: Atility o et an dretermine if 2 person or vehiche has been lofering in that given pericd af lime e
Footags Ling Crossing: Asility o ke alertad if o person or vehids a1 given line e
Footage Hot Spots: Ability to identify and search *hol spols”in a camera's field of view far molicn e
Footags Export: Have the abilty to expoet indusiry-standard vides formals of selecied vides foctage that can be viewed on standard piatforms without a proprietary viewes e
Footags - Abilily |0 show healmisps of live and hislorical views of wher vily is txking place e
Footage $8arch: Have the ability to search far a cnique faos caplured by the camera across mulliple cameras and malliph: sies
Footage Access: Abibty b securel 2 fram anywhere in the warld, onsite ar remate
Footage API8: Sireaming APls b ingast live stream ar historics
Footage Mabile Accees: Ability to view foolage and canduct analylics cn mabile (i05 / Ande
Footage Floor Plans: Have the abiity Lo upksed flsar plans into place cameras an thal flaar plan, and shaw malion in thase floor ol
Footage Incigent Manag : Abiity b cansolidale, review an rely to sireamline invesli d simplify repartin
Footage Enl Seaslon Controla: Abilily Lo sel granular policies such as max session duralicn, idle limecul, max concurrenl sessicns and max lgin atiempls
Footags Shorteuts: Sharbouls for easy navigation | guick camers acoess.
Footage Trand aily, weakly, mars
Footage Sentry Mods: Abii having znam in o caplure high resaluion images of an individual afler ey ars dele
Alarts Alert Inbox: Ability to con acn sndar's native p s in cen tian, and easi through alerts
Alarts Alert Inbax: Anility 2ri= with pre-papulaled search gueries directly from the seanch
Alerts Live Alerts: Live aleris and nolifications for when uploade ipeaple are detected by
Alarts Crowd Detection: Crowd detection alerts for when peaple are congreg:
Alerts Emall & SM§: Provide either email or SMS noification of o {camera failure, tampering, elc )
Alsrts Real-Tima POI Alsris: receive alerts for PO ded
sharing Sharing: Abiity o shars live link of historica tacts e g, first respanders)
Users Usera: Allows an unlimited number of Adminisir users
Users Users: Configurable role-based user permissions and site-based praduct
Users Temporary Usere: Ability io create lemporary user accounts for a predetermined time periad
Users Multi-Emall Login Support: Ability i remain lagged i | platicemn across different email
setup Setup: Fast selup with plugn-play cameras, without needing (o open part forwards o set o VPN
Setup Manaped through ure web portal. Does not require any local area connection
setup Standard RS conne chding Power Over Ethemel (P pabilty lo e
Setup Callular Gateway: Abikt tianal device to provide power and cell signal lo cameras
security Encryption: HTTPs encrymted by default
Car UL J CUL 623681 ification for audiaivideo. inforn mmunication technaology equipment
Syslem 150 27001, IS0 27017 and IS0 27018 o
Support Advanced RMA: Advanced RMA o additional cost
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| Category | Requirement Yes | No | Commants
Cloud Cloud: Preference will be given 1o a hybrié cloud security platform, where products are managed thraugh a single pane of g Yax
Cloud Clowd: Preference will be tion thasl does nal nec ale the wse of NWRs / DWVRs fes
Platform Platform: knterfac x5y b navigale and a cenirzized platiorm through a single pane of glass Yes
Support 2407 Support: 2477 tec support incuded Sanal cost, including weekends and halidays Ve
Updates Automatic Updates: Automatic firmware and saft Yes
Updates e Mew fe; fen
Intagration Hative Y
Scalabliliy Scakabllity: Sysiem sl fes
Coste Predictable Corta: No addiivnal | unprediciable costs solulian e.g., angaing mai 10w custs, server replacement costs Yes
Security Encryption: O fully encrypted in transit and at rest Yz
Security Tranamiszion: i transmilk he network wsing TLE v1.2 and enorypbed with AES Yoz
security Single-£ign-On and Mulll-Factor: Abiliy b integrale with Single-Sign-On (S50} providers; afer Mulli Factar Authanti Yem
Compliance o
‘Warranty th a 10-year waranty Yes
Platform Platform: Ability | connect all dears in ane ceniral platfarm fes
Scalapility Adding Doore: Access Control hardware does not have limitations arownd door counts Ve
Fagturs ‘Wirslass Lock Support: Abiity to suppart wireless locks Ve
Faature Privacy Mada: Ability io loggle = b 1 4o st exx b a door fram the outside Y
Intagration Apple Wallet Badgs Integration: Ability 1o integrate with Agple Walet, enabiing users to unlock doars using their iFhaone or Apple Walch Yes
User Managsment Usera: Suppo doars al na additional cast for each user Yes
User Managament Users: Ho add Sanal users Yz
Usar Managament Usera: Unlimited schedule permissions on a door-by-door basis Yex
Usar Managamant Usars: Offers Rale Based Access Conlr zraz= Syslem, User and Sile-based roles). Unlimited roles can be crealed Yoz
User Managament Bulk Credenttal Import & Export: A nale mnd export wser credentiabs vis s CSV upls; fen
Door Managemant Retenthon: Minimum retention of one year for access contral logs Y
Door Managamant Unidock: Ability 1o define unlock schedule Yes
Door Managemant Unidock: Cloud and bluetaath unlock (remote unlock) cepabilities exist Ve
Door Managamant Undock: Mabile-friendly system, with unlimiied blustaoth mobile passes Yex
Door Managamant Uniock: Mobile geafencing ensures users are wi sed dislance of access points before being able to remotely unlock a doar Ve
Door Managamant Lockdown: System shauld support 8 lackdown mode whare all resders are disabled unlil an spproved user disables lockdoan made: Yoz
Door Managamant Lockdown: Abiity o provide configurable groups to Irigger and release kckdowns o
Door Managsmant Lockdown: Ability to kick-off a lockiown fram a panic bullan or from the management consok: Yes
Door Managemant Lockd own: Abikty to lockdown a = Ve
Door Managamant Lockdown: A Yex
Door Managamant Door Event Reaponea: Ability o configure programmable oulputs {e.g., strobe light cess event Ve
Door Managemant for mabile-based door unl Y
Door Managemant : cantrol anto Aoor plans with live updates Yes
Door Managsmant Search: Gk to fird any users and doars Yes
Door Managamant Anti-Passback: Ability to enforce badge-in | badpe-out palici g employees from s wir badpges e
Door Managamant Double Badge: Abiity io keep a door unlocked by tapping card credential e reader Yes
Door Managamant Cross-Device Awx Outputs: Ability mfigure programmable AUX culpuls $o respond fo events fram ather acoess Yes
User Management Add | Dalate f Modify: Pregram, tid, delete. or madify 3 user or the acosss of o u Yem
User Managament APla: Ability 1o programmatically update users and credentials and access any event for free es
User Managsment Updoad: Abity b upkiad Users and Credentials wia CSV, at na addilional cast Yes
User Manggament Credentials: Leverage exisling user profiles, active direciory integrations and acoess control configurations to des Ve
Usar Managament Credentlals: Secure encrypied credentials, both physical and blustaath Yex
Door Managamant Credantlals: Alil disable physical credentials after a sel period of = are used Yoz
Door Managamant Croas-alte lockdowna: Abiity ko add mulliple siles 1o a | in the: event of an emergency Vo
Alarts Emall: Fully customizable Emai nolification alers Yes
Alerts SME: Fully custemizable SMS nalification alerls e
Alerts Pugh: Fully cusiomizable push notifi Yes
Analytica Footags Management: Review hedule delivery of time-, user-, = Yen
Reporting Door Accesa Report: Abiity ta review wha has to all doars across sites from a single view e
Door Managamant Floor Plana: Ability to open the door fram flaar plans, and see the status of the daar s
Raepaorting Reporting: Setup ad hoc reparts on sccess events basad on door, user, ime or event typs Yes
Intagration Data Sync: rd managernent software musl supparl syncing daka with Azure Active Directary ar Okla Yes
Intagration Data Sync: Ability ta aulomate the syncing of user profile pholos from a wser system of recard, as well a= downkad photos so they can be synced to another platioen Yen
security Sacurity: Mo inbaund connections alowed io devices e
Compatablilty Prox Cards: Zal supparts le d WFC access cards ind s
Setup Connection: Access Cantrol softwire does nat have pendencies on additional softwane ather than a functional browser and web conneclion s
Setup Connectlion: Does not require any local server, appliance or deskiop 1o opera Yes
Setup Port-Forwarding: Mo port-forwarding needed io enable web e
Fasn Fae: Vendar should not charge for badge prining and design capabiises e
Analytica Analytica: A ics capabiities comes included wilh purchase s
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Attachment A:

| Catagory | Raquiremant Yo | Mo Comments
Inataltation Turnkey: Yendar will be responsible for all camera hardware, licensing, maunting, and configuration of equipment ez

Instaltation Existing Metworka: Vendor will be responsible for coordinating with us o configure the networking eguipment to work with the esisting networks ez

Inetzltation WLAN: Cameras will be plac ppropriate VLAN at each site and wil use DHCP for addressing es

Inataltation Taeh Space: Wendor s specif wrer, model, description, any spedal m nem requineme nd warranty Wes

Instaltation Mounting: Vender i resao , and accms zaris required by manufselurer andiar site canditians b sucoes=ly pl paer progossl es

Configuration Frame Refe: Vendor o configune the camera frame i compression rales bo balance guality, starage, and bandwidih wliliz ez

Configuration Motien Detection: Vendor io configure the mation detection sensitivity (where approgriste) Yes

Configuration identification: Vendor io configure each camer's idenification and description (usi naming scheme th s building and | n, scheme to be approved by staff before selup begins) | Yes

Configuration Figdd af View: The fiekd of view on all cameras is 1o be coordinated and confirmed with staff Yes

Razailer Authorized Reeslier: Vendor shall be an authorized saller ar partner of their proposed solution Yes
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